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PABOYASA NPOrPAMMA YYEEHOW OAUCLMMIINHDI
Bb1.B.12 UH¢opmaumoHHasa 6e3onacHOCTb U 3awWwmTa
nHcdopmaumu
1. Koa n HammeHoBaHMWe HanpaBfieHUA NOAroToBKU/cNeunanbHOCTH:
02.03.02 dyHaameHTanbHaa nHopMaTuka U MHPOPMaLMOHHbIE TEXHOMNOMU
2. NMpodunb nogroroBKkM/cneymnann3auma:

"UHxxeHepusa nporpammMmHoro obecnedyeHuns™
KBanudukaumsa (cteneHb) BbinyCKHMKA: bakanasp

3. dPopma oby4yeHuUs: o4Has
4. Kacdbeppa, oTBevawLas 3a peanusaumio ANCLUUNIINHLI:
ERP-cuctem n 6usHec npoueccosB

5. CocTaB1TeNnu nporpaMmmbil:

C.J1. KeHuH

25.04.2022

CacdppoHoB Butanun Bnagnmuposwuy, K.T.H., goueHT kadeapbl ERP-cuctem n 6usHec-npoueccos

6. PekomeHaoBaHa:
HMC dakynbteta MMM, npotokon Ne 8 ot 15.04.2022

7. Y4ebHbIN roa: 2025/2026 CemecTtp(bl): 7



8. Llenu 1 3agayum yyebHOM AUCLUNIUHDI

Llenamn ocBoeHus y4ebHOM OUCUMMAMHBI  ABNAOTCA:  (POPMUMPOBAHME  LENOCTHOMO
npegcrasneHnsa 06 nHpopmMaunoHHOM 6e30NacHOCTM U 3alinTe AaHHbIX, NOSTyYeHne TEOPETUYECKMX
N NPaKTUYECKUX 3HAHUIN, NO3BONAIOLLMX OCYLLECTBNATbL pa3paboTKy anroputMoB U KOMMbIOTEPHbIX
nporpaMmm ¢ y4eToM OCHOBHbIX TpeboBaHMn MHpOPMaLMOHHON 6e30MacHOCT!.

3agaym y4ebHON UCUUNNNHBI

—MN3y4YeHne OCHOB TEXHONOMMM obecnedeHnss MHPOPMaLMOHHON 6e30NacHOCTH;

—Un3yYeHne MeTOAONOMMIn NPOEeKTUPOBaHMA U peanusaumm cucTeMbl 3awnTbl MHpopMauum, ¢
Y4EeTOM Yrpo3, XapakTepHbIX A4S COBPEMEHHbIX MHTEPHET/MHTPaHEeT-ceTen;

—MNOSlydYeHNne 3HaHUM U yMEeHUn, HeobxoaumbiX ANna pas3paboTkm NPOrpamMMHOro0 U
MHOPMaLNOHHOIO obecrneyeHns KOMMNbIOTEPHLIX CeTEN, aBTOMaTU3NPOBAHHbLIX CUCTEM, CEPBUCOB,
onepaunoHHbIX cucteM M 6a3 [aHHbIX C Y4eTOM OCHOBHbIX TpeboBaHWM WH(OPMALNOHHOM
B6esonacHoCTH

—nosly4yeHne 3HaHUN, HeoBXOANMBIX ANSA AKCMyaTauumn NporpaMm 1 NPorpamMMHbIX KOMMSIEKCOB
B obnactu wuHgpopmaumoHHon ©6e3onacHOCTM nNpu  pelleHMn 3agad  npodeccroHanbHom
AeATerIbHOCTN.

9. MecTo yuyebHOM AncumunnuHbl B cTpykTtype OlOI: yyebHaa gucumnnmHa OTHOCUTCS K
yacTtu, hopmmpyemMon y4acTHMKaMn obpasoBaTenbHbIX OTHOWeEHUI, brioka 1 yyebHoro nnaHa.

10. MnaHupyemble pe3ynbTaTbl 00y4YeHUS No AUcCUMNNUHe/MOAYNIO (3HAHUSA, YMeHuS,
HaBblKK), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3yrbTaTaMu OCBOEHUsi o6pa3oBaTeribHOM
nporpaMmmbl (KOMMNETEHLUUSIMU) U UHAUKAaTOPaMU UX [OCTUXKEHUS

Kog HasBaHwve Koa(bl) NHoukaTopbl(bl) lMnaHnpyemble pe3dynbTaTbl 00y4eHus
KOMMeTeHunn
CnocobHOCTb K aHanuay PaspabaTbiBaeT n [BHaTb:
TpeboBaHu n paspaboTke| nuccrieqyet  anroputMbl, | —OLEHKY — KadecTBa, HageXHOCTUn U
BapMaHTOB  peanu3auuu BblYMCIUTEbHbIE achdekTMBHOCTHM WHMOPMaLNOHHOM
MHCOPMaLMOHHON Moaenu, NPOEKTUPYET | cucTemsl;
CMCTEMbI; CMOCOBHOCTL K MNK-4.1 [6a3sbl [AaHHbIX ANS | —aHanu3 TpeboBaHuii U pa3paboTky
oLleHKe KayecTBa, peanusaunm YHKUMA U | BapuaHTOB peanusaLum
HaEeXHOCTU 7 cepBuncCoB cucTtem VIHCpOpMaLI.VIOHHOlZ CUCTEMBbI.
MK-4 [PdPEKTUBHOCTM MHPOPMaLMOHHbIX YMmeTb:
MH(POPMALIMOHHO 3 TeXHonorui — paspabaTbiBaTh " uccrnenosaTb
CUCTEMbl B KOHK?eTHOVl ,D'aeT OGOCHOBaHHyI’O anropuTtMmbl, BblMUCIIUTESNbHBIE  MOAEN
npodeccroHarnsHoOm OLLEHKY Ka4ecTBa, | nng peanusauun (PYHKUMIA WM CEPBUCOB
cepe Ha@XHOCTN " | MHOPMALMOHHBIX CUCTEM;
MK-4.2 P PEKTMBHOCTU
. — hopMupoBaTb 0BOCHOBAHHYIO OLIEHKY
MHOPMALMOHHON kayecTBa, HaAEXKHOCTU U 3DPeKTUBHOCTU
crCTEMb MHOPMALIMOHHO CUCTEMI.

11. O6bem gucumnnmHbl B 3a4eTHbIX eanHuUax/yac — 2/72.
dopma NpoOMeKYTOHYHOM aTTecTaLumm - 3a4er.

12. TpynoeMKoCTb NO Buaam y4ebHomn paboTbl

TpyooémKocTb (Yachl)
Mo cemecTpam
Bug y4ebHon paboTsbl B Tom uncne B L
Bcero WHTEPaKTUBHON
dopme 7
AyOnTOpPHbIE 3aHATUSA 48 48
B TOM YuChe: 16 16
neKumm
MpakTnyeckme
JlabopaTopHble 32 32
CamocTtodatenbHasa paboTa 24 24
KoHTponb 0 0
NToro: 72 72
dopma nNpoMeEXYTOUYHOMN
aTtTecTauumu saqer 3a4er




12.1. CopgepxaHue ANCLMNIIUHbI

Ne Peanunsauus
n/n pasgena
HaumeHoBaHue pasgena ConepKaHme pasnena AMCLIANIAHbI OUCLMNIIUHBI C
AVCUMNITUHBI NOMOLLbIO
OHNawH-Kypca,
QYMK
1. Nekuun
1.1 BeegeHue B sawutyKnaccudpukauua yrpo3 6GesonacHoCcTU.  YA3BMMOCTHU
MHpopmaLnn. MHOPMALIMOHHOM CUCTEMBI. YTPO3bl HENOCPEACTBEHHOIO
AocTyna B OnepauuoHHylo cpedy MHOpPMaLVNOHHOM
cuctemMbl.  Yrpo3bl 6e30nmacHOCTM  MEXCETEBOrO W
npuknagHoro ypoeHs. CtaHgapTel B obractu 3awuThbl
MHdOPMaLIUK,
1.2 [MpuHUunbI NOCTPOEHUSA
cncTem 3aLLMTbIOpI'aHVI3aLI,VIOHHbIe, dusnyeckme, nporpamMmmHo-|
WHEhOpMALIM. annapatHble cpeacTtBa  3awutbl.  MHOroypoBHeBasi
3alMTa pacnpeneneHHbIX BbIMUCTIUTENBHbBIX CUCTEM.
1.3 |OcHoBbI kpunTorpadum. O6wwe ceegeHns. MoacraHoBku. MeTon nepecTaHOBKN. B1.B.12
OpHopasoBble  GIOKHOTHI. OcCHOBHblE  NPUHLUMbI WHdopmaLmoHHas
KpunTorpadwum. Anroputmbl c CYMMETPUYHbBIM 6esonacHocTb 1
KpunTorpacuyeckum kntodom. MoHsTue 06 anroputmax ¢ 3aLuvTa MHpopmauyum
CUMMETPUYHBIM KpunTorpaduyecknm Knodom. MsydeHme (02.03.02
- ®UUT)/CacpoHos B.B.
peanu3aumn Ha npumepe wudpa DES. YnydiweHHbIN - O6paaoBaTenbHL
cTaHgapT wudpoBaHua AES. Ceptudmkatel. lMpumep nopTan «3neKTPOHHbIiA
ceptucpukata  X.509.MHdDpacTpykTypel  CUCTEM  C yHMBepcuTeT BIY». —
OTKpbITbIMW  kntodamu.  Katanorn.  AHHynuMpoBaHue Pexvm gocTyna:
cepTudukaTos. https://edu.vsu.ru/cours
1.4 |Peanu3auus mMeToAoB3almTa KopnopaTtueBHbix cetenn. O630p CpeacTB 3aLnThbI el.
3alWmMThl  MHopmaumn  BWHGoOpMauum B cucTeMax C  pacnpeneneHHow
COBPEMEHHbIX 06paboTKOW. Mogenn  6e30MacHOCTM  OCHOBHBbIX
pacnpefeneHHbIX CUCTEMaX.[ONEPALMOHHBIX CUCTEM. ANTOPUTMbI - ayTeHTUdrKaunm
nonb3oBatenen. AyTeHTUdMKaUMS nonb3oBaTenen npu
yaaneHHoMm pgoctyne. [poTokonbl yaaneHHoro gocrtyna
norib3oBaTenil K KoMMblTepHOM cucteme. Metoabl u
cpeAcTBa 3aluTbl UMHMOpMaummM B ceTu. TexHonorus
BupTyanusaumn.  ObecneveHne  6Ges3onacHoCTM B
obnayHbix nnatdgopmax. besonacHocTe O6nayHbIX
nnatcpopm. NHTepHeT Bellelr, MOOUIbHbIE U HOCUMbIE
YCTPOWCTBA.
2. lTabopaTopHble paboTbl
2.1 |BeeaeHue B 3awutyCeteBon ayaut MS Windows. CeTeBol ayauT ceTeBow b1.B.12
MHpopMaLUK. MHPPACTPYKTYpSI WHdbopmaLmorHas
6e30nacHOCTb 1
2.2 |OcHOBbI KpynTOrpaduu. MoaenvpoBaHMe  YCTOWYMBOCTM  KpunTorpacuyecku 33”‘“"Tg);“:)c§%p2“"a”””
npeobpasoBaHHOro coobuleHns.  Kpuntorpadmyeckue OUNT)/Cacbporios B.B.
peLueHns B MTHOPMALMOHHBIX CUCTEMAX. - OBpa30BaTENbHbIA
2.3 |Peanusauus MeToaoBAHaNM3 6e30nacHOCTV CeTEBON NHPPACTPYKTYPbl AYAUT| nopran «3nekTpoHHbIli
3alWnTbl  MH(OPMALMKN  BCETEBON WHGPACTPYKTYpbl WH(OPMAUMOHHBIX CUCTEM.| yhusepcuteT BIY». —

COBPEMEHHBbIX OO6nayHble TEeXHONMOrMU WU peLleHns BUpTyanusaumm B Pexwum goctyna:
pacnpefeneHHbIX cucTeMax.MHPOPMaLMOHHbBIX CUCTEMAX. https://edu.vsu.ru/cours
el.
12.2. Tembl (pasgenbl) AUCLUUNIIUHBLI U BUAbI 3aHATUN
Ne HaumeHoBaHue Buabl 3aHaTUin (YacoB)
n/n | pasgena gucuunivHbl
Mekunn | Mpakr. | Na6. pa. CamoctodatenbHast | KoHTpornb Bcero
pabota
1.1 BeegeHne B  3awuty
nHopmaLmn. 4 0 8 6 0 18




1.2 MNpuHUMNBLI  NOCTPOEHMS
cuctem 3alnThbl
MHopMaLUK. 4 0 0 4 0 8

1.3 |OcHoBbI kKpynTorpadum.

4 0 16 8 0 28
1.4 Peanunsauusa METO[I0B
3aWnTbl MHdoOpMaLmM B
COBPEMEHHbIX 4 0 8 6 0 18
pacnpegeneHHbIX
cuctemax.
NToro: 16 0 32 24 0 72

13. MeToanyeckue ykasaHus ans ooyyarowmxcs No 0OCBOEHUIO0 AUCLUNITUHBI

OcBoeHMe AMCUMNNHBI BKNOYaeT B cebsi NEKUMOHHbIE 3aHATUSA, nabopaTopHble3aHATUS
M camocTodATenbHylo paboTy obyyawwmxcs. Ha nepBom 3aHATUM CTyAEHT nony4vaer
NMHpopmauuio ons 4OCTyna K KoMrnnekcy y4ebHO-MeToanYeCckmx MaTepmarnos.

JIeKLMOHHbIE 3aHATUA NOCBSALLEHbI PACCMOTPEHMIO TEOPETUYECKMX OCHOB ANCLUMNITNHDI.
JTabopatopHble 3aHATMS npefHasHaveHbl Ana  (QOPMUPOBaAHMA YMEHWA W HaBbIKOB,
3akpenneHHbix komneteHumamm no OMNOIN. CamocTtoaTensHaa paboTa CTyAeHTOB BK/HOYaeT B
ceba npopaboTKy yyebHOro matepuana nekumn, paséop nabopaTopHbIX 3agaHUK, NOATOTOBKY K
9K3aMeHy.

[na ycnewHoro OCBOEHUS OUCUMNAWHBI pekoMeHayeTcs nogpoOHO KOHCMEKTUPOBaTb
NEeKUMOHHBLIN MaTepuan, npocMatpuBaTb npes3eHTauuMu (Npu Hanmyuu) No COOTBETCTBYHOLLEN
Teme, n3y4yaTb OCHOBHYIO 1 AOMNONHUTENBHYO NUTepaTypy pekomeHayemon bubnuorpadun,

Mpn ncnonb3oBaHUM AMCTAHUMOHHBIX OBOpa3oBaTefibHbIX TEXHOMOMMA U 3NEKTPOHHOIO
oby4yeHnsa BbINOMHATbL BCE YyKasaHus npenogasaTtenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO MOAKMYaTbCA K online-3aHATnAM, cobnogate pekoMmeHgauumn no opraHn3auum
CaMOCTOATENbHOM paboThl.

14. TMepevyeHb OCHOBHOW W [OONONMHUTENbLHOW nUTepaTypbl, PECYpPCOB WHTEPHET,
HeobXoAUMbIX ONsi OCBOEHUSI AUCLUNIINHbI

a) OCHOBHas nutepartypa:
Ne
n/n

MNCcTOYHMK

1 [Hectepos, C. A. OcHoBbl MH(popMaumoHHoW Be3onacHocTu: yuebHoe nocobue / C. A. HectepoB. — 5-e
n3g., ctep. — CaHkr-lNMetepOypr : Jlanb, 2019. — 324 c.

2 | Kpakosckui, HO. M. MeTogbl 3awmtbl nHdopmaumm : yuebHoe nocobue ansa sysos / HO. M. KpakoBckui.
— 3-e n3g., nepepab. — CaHkr-lMeTepOypr : JlaHb, 2021. — 236 c. — ISBN 978-5-8114-5632-1.

3 [ApoukuH, B. U. MHdopmaumoHHas 6e3onacHocTb : y4ebHuk / B. . ApoyknH. — 5-e n3g. — Mocksa :
Akagemunyeckuii MNpoekt, 2020. — 544 ¢. — ISBN 978-5-8291-3031-2.

6) gononHuTenbHas nuteparypa:

Ne

MNCcTOYHUK
n/n

4 (®or, tO. O. CtaHaapTbl MHOpMaLMoHHOW BesonacHocTy : y4ebHoe nocobue / HO. 1. dot. — OpeHbypr :
ory, 2018. — 226 c. — ISBN 978-5-7410-2297-9.

5 |Oaeugtok, H. B. MOHUTOpPWHI 6e30nacHOCTU MHPOPMAaLIMOHHBIX CUCTEM : y4ebHoe nocobue / H. B. aBugtok,
M. M. KocmayeBa. — CaHkT-lletepOypr : MHTepmeaus, 2020. — 116 ¢. — ISBN 978-5-4383-0204-9.

B) MH(POPMAaLMOHHbIE 3NEKTPOHHO-06pa3oBaTeNbHbIE PECYPCHI:

Ne

McToYHMK
n/n

6 | OneKkTpoHHO-OMbnMnoTeyHas cnuctema «YHmMBepcuTeTckas ombnmnorteka online (4ocTyn ocyLecTBnsieTcs no
agpecy: https://biblioclub.ru/);

7 | IH(bopMaLMOHHO-TENEKOMMYHUKaLMOHHasA cuctema «KoHTekcTym» (HaumoHanbHbIn LndpoBoKn pecypc
«PYKOHT»);

8 | OnekTpoHHO-6ubnuoteyHon cucteme «JlaHb» (OCTYN ocywlecTBNAeTCs No agpecy: https://e.lanbook.com/),

9 | 3BbC «BOOK» (goctyn ocywecTnsieTcs no agpecy: https://book.ru).




10 | OnekTpoHHbI KaTanor HayuyHon 6nbnnotekn BopoHeXCKOro rocyaapCTBEHHOro yHuBepcuTeTa. — Pexum
poctyna: http//:www.lib.vsu.ru.

11 |B1.B.12 NHdopmaumnoHHas BesonacHocTb 1 3awmta nHdopmauum (02.03.02 PUNT)/CadpoHos B.B. -
O6pasoBaTernbHbIi MopTan «ONeKTPOoHHbIN yHnBepcuTeT BIY». — Pexunm goctyna:
https://edu.vsu.ru/course/.

15. NepeyeHb y4eOHO-MeTOANYECKOrO 0b6ecneyeHns AnA CaMOCTOATEeNIbHOWN paboTbl

B kauyectBe opmbl OpraHuMsauMm  CaMOCTOSTENbHOW  paboTbl  NPUMEHSIHOTCS
MEeToAMYECKNE yKa3aHMsa A1 CaMOCTOATENbHOIO OCBOEHNSA U NPUobpeTeHNsa HaBbIKOB paboThbl
CO chneunanuMsanpoBaHHbIM  MNporpaMMHbIM  obecnevyeHnem. CamocTodaTenbHaa paboTa
CTYAEHTOB: U3y4yeHMe TeOopeTMYECKOro Mmatepuana; NoAroToBka K nekumam, paborta ¢ yyebHo-
MEeTOANYECKON nNuTepaTypon, NOAroTOBKAa OTYETOB MO nlabopaTopHbIM paboTam, NOArOTOBKA K
9K3aMeHy.

Ana obecnevyeHns camocToATENbHOM paboTbl CTYAEHTOB B 3fIEKTPOHHOM  Kypce
ANCUMNNNHBI Ha obpasoBaTenbHOM nopTane « ANeKTPOHHbIN yHuBepcuTeT BIY» copmmpoBaH
y4ebHO-MeToaNYECKNA KOMMISIEKC, KOTOPbIA BKMoYaeT B cebs: nporpammy Kypca, yvyebHble
nocobus M cnpaBOYHblE MaTepuanbl, MeToAUYECKME YKa3aHWsA MO BbIMOMHEHUIO 3adaHuin
nabopaTtopHbIx paboT. CTyAeHTbl Nony4vatT 4OCTYN K AaHHBIM MaTepuanam Ha NepBoOM 3aHATUU
no AuCUMNnHeE.

16. O6pa3oBaTeribHble TEXHONOIMHU, UCNOSfb3yeMble Npu peanusauum y4yebHomn
AUCLUMNIINHBbI, BKIIOYasa QUCTaHUMOHHbIe obpa3oBaTenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (J0), cMewaHHOe 0by4YeHue)

AuvcumnnuHa peanuayeTcss C MPUMEHEHWEM JMEKTPOHHOro ObyvyeHuMs U OUCTaHUMOHHbIX
obpasoBaTenbHbIX TEXHOMOrM. [na opraHnsauum 3aHATUN PEKOMEHAOBaH OHIanH-KypC
«b1.B.12 WNHdopmaunoHHass GesonacHocTb M 3awmta uHgopmaumm (02.03.02 OUNT)»,
pasMeLLeHHbIi Ha nnatdopme J3nekTpoHHoro yHueepcuteTta BIY (LMS moodle), a Takke
NHTepHeT-pecypchl, NpuBeaeHHble B N.15 B.11.

17. MaTepmanbHO-TeXHUYECKOe obecneyeHme AUCLUUNIIUHbI

YyebHasa ayautopus ANsi NpOBEAEHUsl 3aHATUN JIEKUUOHHO20 mura, CEMWHAPCKOro Tuna,
opraHvM3auum CamoCTOATENbHOM paboTbl, MHAMBMAOYANbHLIX W TPYNMNOBbLIX KOHCYNbTaUUNA,
TeKyLLLero KOHTPONs 1 NPOMEXYTOYHOW aTTecTauun: cneumanmampoBaHHas Mebenb, KoMnbloTep
(HOyTOYK), MYyNbTUMEANNHOE obopynoBaHue (npoekTop, 9KpaH, cpeacTtea
3BYKOBOCMNPOM3BEAEHNWS), AOMYCKAeTCs NCMOMb30BaHNE NepeHOCHOro obopyaoBaHus.

OC Windows 8 (10), nntepHet-6paysep (Google Chrome, Mozilla Firefox), MO Adobe Reader,
nakeT CTaHAapTHbIX OPUCHBIX NPUNOXeHWU anga paboTel ¢ AokymeHTamu, Tabnuuamn (MS Office,
Mow Odouc, Libre Office, Notepad ++ (cBoboaHoe u/unu 6ecnnatHoe NM0O), 7-zip (cBobogHoe u/vnu
6ecnnatHoe MO).

YyebHasa ayguTtopuss aOns NpoBedeHMst NPaKTUYECKUX 3aHATUWA, JabopamopHbix pabom,
ope2aHu3auuu camMocmosimesibHol _pabombi, NPOBEAEHUS TeKyWwen W  MNPOMEXYTOYHOWN
aTTecTauumn: cneynanuanposaHHasi Mebernb, NepcoHarnbHble KOMMbIOTEPDLI ANS UHOUBUAYANbHON
paboTbl C BO3MOXHOCTbIO MOAKIOYEHUS K CeTU «MHTepHeT», MynbTuMmeaunHoe obopyaoBaHue
(npoekTop, 3KpaH, cpeacTaa 3ByKOBOCMPOM3BEOEHNS).

OC Windows 8 (10), untepHeT-6paysep (Google Chrome, Mozilla Firefox), MO Adobe Reader,
nakeT CTaHAAPTHbIX OUCHBIX NPUNOXEHUN ansa paboTebl ¢ AokyMmeHTamu, Tabnmuamm (MS Office,
Mown Oduc, Libre Office), cneunanusmposaHHoe MO no TemaTuke OMCUMNNMHBI (JOMNycKkaeTca
aemoBepcus unu suptyanbHbli aHanor 0), Intellij IDEA Community Edition (cBo6ogHoe w/unm
6ecnnatHoe [10); Jet Brains PyCharm Community Edition (cBo6ogHoe n/unu 6ecnnatHoe l10);
Anaconda (cBobogHoe w/vnn GecnnaTtHoe [10); Maxima (csobogHoe w/vnun B6ecnnatHoe [10);
Scilab (cBo6ogHoe n/vnn 6ecnnatHoe MO); NetBeans IDE (cBoboaHoe n/vnn 6ecnnatHoe 0);
Microsoft Visual Studio Community Edition (cBoboagHoe wn/unun 6ecnnatHoe 10); Notepad ++
(cBoBoaHOEe n/unu 6ecnnatHoe NO); CnpaBoyHo-NpaBoBas cuctema [FapaHT (nuueH3noHHoe M0);
7-zip (cBobogHoe w/vnun BecnnatHoe [10); Matlab (nuuenanonHoe [10); Visual Studio Code
(cBoBogHoe wu/vnn GecnnatHoe [10); Apache Spark (cBobogHoe w/vnn GecnnatHoe [10);



http://www.lib.vsu.ru/

PostgreSql (cBobogHoe n/unn 6ecnnatHoe [10), Anylogic (cBo6ogHoe u/unn 6ecnnatHoe M0),
1C:MNpeanpuatne 8.3 (nuueH3noHHoe M0).

18. OueHo4HbIe cpeacTBa ANA NPOBeAEHUA TEKYLen U NPOMEeXYTOYHOW aTTecTauum

Mopsaok oLeHKNn oOCBOEHUs 06y4alLWmnMnca yuyebHoro matepuana onpegensieTc cogepxaHmem
cneayrowmx pasgenos AUCUUNNUHLI:

Ne HanmeHoBaHua pasgena KomneTteHuums(n) WHankaTtop(bl) OueHouHble cpeacTea
n/n ONCUUNNKUHBI OOCTMKEHUS
KOMMeTeHLMm
1 |BeeaeHue B 3awuTy MHpOPMALMN. MK-4 MnK-4.2 YCTHbIN ONpoc, TECT,
nabopatopHas paboTa
2  [MpuHUMNBbI  MOCTPOEHUS  CUCTEM MNK-4.1 YCTHbIN Onpoc, TecT
3aLLmMTbl MHpopMaLuK. MK-4 NnK-4.2
3 |OcHoBbI kpunTorpaguu. MNK-4.1 YCTHBbIV OMnpoc, TecT,
MK-4 MK-4.2 6 6
nabopartopHas paborta
4 |Peanusauusi  MeTOAOB  3alUMTHI MK-4.1 YCTHBIV OMpoc, TecT,
MHdopMaLmm B  COBPEMEHHBbIX MK-4 MK-4.2 nabopartopHas paborta
pacnpegeneHHbiX CUCTEMaX.
lMpomexyToyHasa aTTecTauus, hopma KOHTpONS - 3a4eT [MepeyeHb BONpOCOB
(KMMNe1)
20 TwunoBble OLEHOYHbIEe cpeAcCTBa U MeTOoAMYECKMe MaTepuarnbl, onpegensioLime

npoueaypbl oLueHUBaHUA

20.1 TeKyLWMN KOHTPOJIb YCNEeBAaeMOCTHU

KOHTpOJ‘Ib ycnesaemMoCtn no gucuuniinHe ocywecTtBndeTcdA C NOMOWbio clneayrlwmnx
OLEeHO4YHbIX CpencCTB.

nabopaTtopHbie paboThbl.

Mepe4vyeHb NabopaTopHbIX paboTt

1

JlabGopaTtopHas paboTta
Ne1

Mcnonb3ys BCTpoeHHble cpeacTea ceTeBoro ayanta MS Windows npoBecTtu
nepBUYHBLIN aHanNu3 ceTeBblX HTEPdENCOB.

JTabopaTopHas paboTa
Ne2

WccnepoBaTth cTpykTypy TCP/IP nakeTtoB ¢ NOMOLLbI0 NPOrpamMmbl CETEBOMO
ayaouta.

JTabopaTopHasa paboTa
Ne3

Mcnonb3ysa cpeacTtea kpuntorpadmMy4eckoro MOAENMPOBaHMSA 1 aHanusa,

BbINOMHMTE gdewmndpaunio BXOQHOTo CoobLeHuns.
LoatuvftYejeerzAgibeejwzriyazfrkknxefvoxvhanvmsxlizyjzhnxmvhnjwyhnonaf
jgmiunfrbjxnzrrgfkgearfywv.Bnotfrqgwesiprgzbvotvwvgomcumozbklszugzsypiz
hslbjtmkngrzggdgpccwkwsiiregk,tsceycoyvuztveukwgktrtvthlugvvgggdonafig
mibengdxhaihrj. HnxUtiivfybte 'scfgomiunvehnxngtvibgeutiivfybterneyoggypefj
oweyprigatsovrvjowetcrkcomsgcuzsbxmkngj,ovhsotvmsofamenergiaysvfblhr
kxpvzrxnie:FWsjNwgsnnoxwejtuvshnilgcrzbzaeGnalorBnjecvbjxnzNnkwugar
Uazjkksotllotditgf.JTkwUkghzdybtygerrattksjzhnxsyeakwgesgiycgzhgovrkvkf
aiozgszbtovrrrbtnzatvknxnotpfakltugrkhogggjbs.HnxktojcsjzegcdiwxxdgtFWsj
Netaocsymhkmgfpuedrysrgkmhkdrdotwsgngtvgelkntvguytne21fkgkgtarlrgexIr
afkcihnzrvsizxtutuvrkoerocdstmoltuvzuvarcbdaagizy.

JTabopaTopHasa paboTa
Ne4

Kpuntorpaduyeckne peleHnsa B MHPOPMaLMOHHBIX CUCTeMaXx.

OcyuwectBnTb pa3paboTky nporpamMmbl, OCYLLECTBRSOWEN Lwndpaumto
coobLieHuss Ha ocHoBe anroputMa AES. Hanucatb nporpammy, koTtopast
OyneT ocywecTBnaTe npeobpasoBaHne 3alIMPOBAHHOMO COOBLLEHUS K
NCXOOHOMY BUAY.

JTabopaTopHas paboTa
Ne5

AHann3 6e30nacHOCTM CETEBOW MHAPACTPYKTYPbI.

Wcnonb3yss nporpammy WireShark ans nepexsata ceteBoro Tpadduka
onpegenuTb, KakMMu CeTeBbIMM MPOTOKOMNaMu MOSib3yeTcs NporpammMHoe
obecrneveHne nokanbHoro komnbtoTepa. OcywecTButb nepexsat FTP
Tpacdmka, NpoaHanuaupoBaTb €ro M COCTaBUTb OTYET O €ero CTPYKTYpe,
onucaB AeNCTBUSA NOJIb30BaTESNIS HA OCHOBE NepexBavyeHHon NHopmaLmu.

JTabopaTopHas paboTa
Ne6

AyOuT ceTeBOM MHAPPACTPYKTYPbl MHPOPMALMOHHBIX CUCTEM.
Mcnonbayss ceteBon ckaHep NMap ycTaHOBUTb OMepauMoOHHblE CUCTEMbI
YCTPOWCTB, MOAKIOYEHHbIX K IoKanbHOW ceTu nabopaTtopun. BbisButb

aJpeca CcepBepoB W onpefennuTb Bepcuu MnporpaMmmMHoro obecrnedyeHus,




KOTOpble Ha HWX WHCTannuMpoBaHbl. Mo pesynbTaTam paboTbl ckaHepa
COCTaBMUTb OTYET O NporpammMHoM obecneyeHnn JIBC.

JTabopaTopHas paboTa O6nayHble TEXHOMOrMM 1 peLleHns BUpTyanusaumm B UHOPMaLMOHHbIX

Ne7 cuctemax.

MocTponTb  MoAenb  KOPNOpPaTUBHOM  MHAPACTPYKTYpbl  MCMONb3ys
TeXHomnormm BupTyanusaumu. PaccmoTpeTb BO3MOXHOCTb NepeBoja
NOCTPOEHHON MoAdenu B «obnakay.

TexHonorus nposeaeHus
Bce nabopatopHble paboTbl 06s13aTENbHBI A1 BbINONHEHUA. 3agaHue aBnaeTca obwmm ons
BCeX, BbIMOMHAETCH MHAMBMAYaNbHO Noa HabngeHnemM npenogasaTens.

Kputepun oueHnBaHus

— OUEHMBaEeTCHa «3a4TeHO», ecnn paboTa BbINOSIHEHA B NOSHOM obbeme (NpuBeAEeHbI BCe
3aJaHunsi, U OHW NpaBuUIbHbIE, AaHbl MOSCHEHUS);

— OUEHMBaETCH «He 3a4TeHOo», paboTa BbINOIHEHA HE MOSHOCTLIO MW B NPEeACTaBMEHHOW
4acTU MHOTO OLUMBOK.

20.2 NMpomexyToyHaa aTrectauus

npOMe)KyTO‘-IHaFI arrecraumda no gucumniinHe ocyLliecTBndeTCAd C NoOMOLWbo creayrwmnx

OLUEHO4YHbIX CpeCTB: BOMPOCHI K 3a4€eTy.

MNepeyeHb BonpocoB k 3a4eTy (KUM Ne1)

AN

o

© ~
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15.
16.
17.
18.

19.

UTo ncnonb3ayeTcs Ang KOHTPOSA LEeNoCTHOCTU nepeAaBaeMblX MO CETSAM AaHHbIX?

UTo rapaHTupyeT AOCTYNHOCTb MHhopMauunmn?

UTto cnocobeTByeT 3amTe OT BPEAOHOCHOrO NporpaMMHoro obecnevyeHna?

Uem sABNsieTCs HECAHKUMOHMPOBAHHOE [OBefdeHue 3awuwaeMon uHdopmauun  Oo
noTpedbutenen, He MELMNX Npaesa AoCTyna K 3alumaemon nHopmauymmn?

Uem gaBnseTcs nonyveHue sawmwiaeMon MHpopmMaumm 3amHTepecoBaHHbIM CYyObEKTOM C
HapyLeHVEM YCTaHOBIIEHHbIX NPAaBOBbIMU AOKYMEHTAMU UM COBCTBEHHMKOM, BRagenbLem
MHdOpMauuKM Npae unv Npasun OCTyNa K 3awuwaemMon nHgopmaummn?

Uem obecneunmBaetcsa 6e3onacHOCTb WMHpOpMaumm B COOTBETCTBUM C aKCMOMOW Teopumn
3awmTbl Hopmaummn?

YTo ABNAeTCAa 4OCTOMHCTBOM MHOrOYpOBHEBOW NONUTUKM Be3onacHoCTn?

Uto npeacrtasnawT  cobon  npaBuna  pasrpaHMydeHus  goctyna,  obecneyuvBarowme
pasrpaHyyeHne JocTyna Mexay MOMMEHOBaHHbIMM CcyObekTamMnm W MNOMMEHOBAHHBIMM
obbektamn?

UTO OTHOCMKTCS K @aKTUBHbIM MepaM Mo 3amuTe nHpopmauum ot yTeukn?

K noTepe kaknx CBOMCTB MHpOpMaLMKM NPMBOAUT BMsIHME NOMEX Npu nepegayve nHgpopmaumn?
'oe pekomeHayeTCs XpaHUTb Naponn 1 KpunTorpaguyeckme Knumn ana Hambonee HagexHom
MX 3alnTbI?

CKonbKo Kntoven ncnonbdyet kpuntocuctema RSA?

K kakomy Tuny WnMdpoB OTHOCUTCH WNGP NOACTAHOBKWU, CTaBALLMA B COOTBETCTBUE OOHOMY
CUMBOJTY OTKPbITOrO TEKCTA HECKOSIbKO CUMBOMOB LUMGPTEKCTA, KONIMYECTBO M COCTaB KOTOPbIX
BblBMpatoTca Tak, YToObl YaCcTOThl NOSABIIEHMS BCEX CMMBOJSIOB B 3alLIMPPOBAHHOM TEKCTE Obinn
OAVHaKOBbIMUN?

K kakomy Tuny wmndposB oTHocuTca wndp Liesapa?

YTto Takoe nmuToBCTaBKa?

UTto aABNAeTCA HeaAoCTaTKOM aCUMMETPUYHbBIX KpUNTOrpadu4ecknx CUCTEM MO CPaBHEHUIO C
CUMMETPUYHBIMN?

O6HapyXeHne Yyero He MOXeT ABMASATLCA NPU3HAKOM MOMNbITKM HECAHKLIMOHMPOBAHHOIO JOCTYyNa
K KOMMbOTEPHOWN MHGOpMaLUKn?

Kaknm obpasom moxeT ObiTb obecneyeHa Hambonee HagexHas 3awuTa XpaHswewnca u
obpabaTbiBaemMoK B KOMMbOTEPE MHPOPMALMK OT YTEYKN NO ONTUYECKOMY KaHany?

K kakomy Tuny BpedoOHOCHbIX NporpamMm OTHOCUTCS CaMOBOCMPOU3BOAALLAACH Nporpamma,
KoTopasi MOXeT MPUCOEAMHATbCA K APYrMM nporpammam u annam, HO He crnocobHas K
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camMopacnpoCTpaHeHnto  NyTeM  MHOrOKpPaTHOro  CaMOKOMWPOBaHUA UM nepejade B
KOMMbIOTEPHbIX CETAX?

K kakoMy Tuny Bpe4OHOCHbIX NPOrpaMm OTHOCUTCS NMporpamMma, BbiNoSIHAeMas O4HOKPATHO B
OonpeaeneHHbIn  MOMEHT BPEMEHM WU NPU  HACTYNSIeHUN onpeaerneHHbIX YCNOoBUA U
npegHasHayeHHas [Ona  HapyweHust paboTbl  KOMMbIOTEPHOW CUCTEMbI, YHUYTOXEHUS,
mMoandmkauumn nnm 6nokmposaHns nHgpopmMmaumm?

UTto rapaHTupyeT AOCTYNHOCTb MHbopMaumnmn?

[nsa kakon uenn NpUMEHSTCA MAEHTUMUKAUNA U ayTeHTU(UKauna?

YT0 aBnseTcs npusHakoMm, Hanbonee 4OCTOBEPHO yKa3blBaOLMM Ha Hanu4ne B KOMNbIOTEPHOM
cucTtemMe BpeoHOCHbIX NporpamMmm?

Kakasi yrposa umeeT MecTO, eCliM LIleHHOCTb MHdopMauumn TepseTcsa nNpu ee moandukaumnm
(M3BMEHEHWN) UITN YHULTOXEHUN?

YUTo noHMmaeTca nog yteukon nHgopmaumm?

K kakomy Tuny 3awmtbl MHGOPMaLMM OTHOCUTCA AeATeSNIbHOCTb MO npefoTBpaLleHuto
nonyyeHns 3sawimiaemMon MHOpMaLMM 3avHTEPECOBaHHbIM CYyOBHEKTOM C HapyLleHWeMm
YCTaHOBMEHHbIX NPaBOBbIMU LOKYMEHTaMU UM CoBCTBEHHWKOM, BnagensuemM uHgpopmaumm
npas U1 npasun gOCTyna K 3alumiaemMon nHpopmaunn?

Kakon Bug goctyna K MHpopmaumm He OTHOCUTCS K OCHOBHbLIM Buaam goctyna?

YUTo aBnAeTca HegoCTaTKOM OUCKPELMOHHON NOINTUKA?

K noTepe kakoro cesorcTBa MHpopMauun NpuBoaguT nepexsaTt MUHPOPMaALMOHHOIo curHana?
Kakune mepbl cnocobCTBYIOT 3alUmMTe OT MOBUIbHBIX BPEAOHOCHLIX MporpaMmm?

Uem xapaktepusyeTcst KpMNTOCTOMKOCTb Kpuntorpadudeckoro npeobpasoBaHns?

Kak HasblBaeTca LwWnUdp, WCNONb3YOWMUA MNOACTAHOBKM W MEPecTaHOBKM B KadecTBe
3fIeMeHTapHbIX COCTaBNAOLWNX?

Kakasi yrpo3a npuBoauT K noTepe LeHHOCTU MHpopMaLmMmn Npu ee pasrnawieHmm?

K kakomy BuMOy BpeoOHOCHOro MpPOrpaMMHOro obecnevyeHns OTHOCUTCA nporpamma,
3anyckaroLiasa CKpbITyI0 BHYTPU Kakom-nmbo neranbHOW NporpaMmmbl HECAHKLMOHWPOBAHHYHO
dyHKUMIO, obecneyMBalolLlyto BbINOMIHEHME OENCTBUWA, HENpeayCMOTPEHHbIX aBTOPOM
neranbHOW NporpaMmmbl?

UTo gaBnseTcAa MpuU3HAKOM MOMbITKM HECAHKUMOHMPOBAHHOIO A0CTyNa K KOMMbHTEPHOM
MHdopmauunmn?

YTto Takoe npuHuun Kepkrogpdgca?

KakoBbl HEJOCTATKNM CUMMETPUYHbBIX KpUNTOCUCTEM?

UTo Takoe KpMNTOCTOMKOCTb CUCTEM LLUMPPOBaHKUS, Kak OHa KONIMYECTBEHHO onpeaenaeTca?
Kak ncnonb3ytoT napagoke AHEN pOXOEHUSA ANS KpUNToaHanM3a CUCTEM X3LLMPOBaHUA?
Knaccudumkauma yrpo3 6GesonacHoCcTM MO BuAy 3awuuwaemMon oT yrpo3 6e3onacHoOCTH
UHdopmMaLuu.

Knaccudmkauma yrpo3 6e3onacHocTv no cnocoby peanusaumm yrpo3bl 6€30MacHOCTMU.
Knaccudvkauma yrpo3 6e3onacHOCTV No TNy MHAPOPMaLMOHHBIX CUCTEM

Knaccudvkaumsa yassumMmocTen nporpaMmMHoOro obecneyeHust.

[MprMepbl yI3BUMOCTEN NPOTOKONOB cTeka npoTtokonos TCP/IP.

O6was xapaktepucTuka yrpo3 6e3onacHoOCTn, peanm3yemMbiX C UCNONb30BaHNEM MPOTOKOMOB
MeXCeTeBOro B3aMmoaencTBuS.

Yrpo3bl TMna «AHanua ceteBoro Tpaddukay, « CkaHnpoBaHue cetn», «BoisiBneHme naponsy.
Yrpo3bl TMna «logmeHa AoBEPEHHOTO 0b6bekTa ceTn», « HaBssbiBaHME NOXHOMO MapLupyTay.
Yrpo3bl TUNa «BHeapeHne noxHoro obbektar, «OTkas B 06CnyxmBaHumy, «YaaneHHbIn 3anyck
NPUIOXEHNUN»

MeToa NnoacTaHOBOK U NepeCcTaHOBOK B KpunTorpadum

OcHoBHble npuHUMnbl kKpuntorpadgpun. OaHopasoBble 6IOKHOTHI.

ANropnTMbl C CUMMETPUYHBIM KPUNTOrparUyYeCcKUM KIToHOM.

TpounHoe wudposaHue ¢ nomollbto DES. YnyyweHHbIn ctaHgapT wudgposaHus AES.
Anroputm Rijndael.

Pexum wndposaHHon obpaTHOM CBA3U

KpuntoaHanus

ANropuTMbl C OTKPbITbIM KITHOHOM



57. Anroputm RSA

58. KpuntoaHanus anroputma RSA

59. Uundposble nognucu.

60. Mognucu ¢ OTKPbLITEIM KITHOYOM

61. Noanucb MD5

62. Mognncb SHA-1

63. NHGpacCTpyKTypbl CUCTEM C OTKPbLITLIMU KItOYaMMU.
64. IPV4, IPsec.

65. bpaHgmayapbl

66. BupTyanbHble YacTHble ceTu

67. be3onacHocTb B 6eCnpoBOAHbIX CETAX
68. lNpoTokonbl ayTeHTUMKaUnmn

Kputepuu oLeHKM OTBETOB Ha BOMPOCHI 3a4eThbl

[nsa oueHnBaHMsa pedynbTaToB 06y4eHMs Ha 3a4eTe UCNOMb3YTCA cneayLwme nokasarenu:

1) 3HaHMEe OCHOB MHPOPMAaLMOHHON BE30MaCHOCTU M 3alnTbl HOPMaLNW;

2) 3HaHMe OCHOB WCMONb30BaHUA MPOrpaMMHbIX pelleHnn B obnactu aHanmsa apXuTekTypbl
npeanpuaTus;

3) 3HaHMEe OCHOBHbIX MPUHLMMNOB MOCTPOEHUA MHAOPMAUMOHHBLIX CUCTEM C MCMOMb30BaAHNEM
CPeAcCTB 3aLmTbl MHpopmauuu;

4) ymeHne NpoBOAUTb CPaBHUTENbHbBIA aHann3 cucTemM 3awmuTbl MHOpMaLuu;

5) ymMeHne npuMeHsTb CUCTEMHOE W NPUKNagHoe nporpaMMmHoe obecrneyeHne npu cosgaHun
MH(POPMALMOHHbBIX CUCTEM U aHanNn3e CyLeCTBYOLMX;

6) yMeH/e 1Cnosib3oBaTb COBPEMEHHbIE BblMUCIUTENbHbIE CUCTEMbI B COCTaBE KOMMbIOTEPHbIX
ceTen c obecneyeHnem 3alLnTbl MHpopMaLmu;

7) BNageHne HaBblkaMW NOCTPOEHUS CUCTEM BbICOKOM FOTOBHOCTM B COCTaBe pacnpeaenéHHbIX
BbIYUCNUTENBHbLIX CETEN C MHTEerpaument obnayHbiXx MHAPACTPYKTYP B KOMMbIOTEPHYH CETb C
obecneyeHnem 3awmTbl MIHOPMaLUK;

8) BnageHne meTogamu BHEOPEHUA CUCTEMHOIO U NPUKNagHOro NporpaMMHoro obecnevyeHus B
WH(OPMaLNOHHbIE CUCTEMBI;

9) BnageHwe HaBblkaMM peLlleHMst CTaHAApTHbIX 3ajadv 3aluTbl MHGOpMaUUM C y4eToM
TpeboBaHnn NHPOPMaALMOHHON B6E30MaCHOCTN.

[nsa oueHuBaHuA pe3ynbTaToB OOy4eHWst Ha 3a4eTe MCMONb3yeTCs LIKana: «3avTeHo», «He
3a4YTEHO.

CooTHOoLEeHNe nokasaTenemn, KpUTepMEB U LLKarbl OLLeHMBAHUA pe3ynbTaToB 00y4eHNs Ha 3a4eTe:

Kputepuu oueHnBaHns KomneTeHuum YpoBeHb chopMUPOBAHHOCTU LLikana oueHok
KOMMNEeTeHLUNN
O6yyvarowuincsa gan npasuibHble OTBEThl Ha Bce Bonpockl KM BasoBblIi ypoBeEHb U1 BbIlLE 3auTteHo

(DonyckalTcs He3HauuTenbHble owWbku B TEPMMUHOMOrMK),
npogemoHcTpupoBan ocBoeHne 50% un 6onee ykasaHHbIX Bbille
nokasaTenen, Bce nabopatopHble paboThbl BbINOJTHEHBI.
O6y4arowmncsa He gaeT NorHble 0TBeThbl HA MaTepuansl KUM n B Hwxe 6a30BOro ypoBHs He 3auyteHo
HUX COOEPXKUTCA MHOXECTBO oOWwuboK, B TOM u4ucre no
TEPMUHOMOrnMU,

npoaemMoHcTpupoBan ocBoeHue MeHee 50% yka3aHHbIX Bbllle
nokasartenew n/unu He Bce nabopaTtopHble paboTbl BbIMOMHEHbI.

20.3 ®oHA OUEHOYHbIX cpeacTtB CcHPOPMUPOBAHHOCTU KOMMETEHUUMA CTYOEeHTOB,
pekoMeHayeMbIn Ans NpoBeAeHUA ANMarHoCTUYeCKux padort

[1K-4 CnocobHocmb K aHanu3ly mpebosaHul u paspabomke eapuaHmos peasusayuu
UHGhopMayUOHHOU cucmemMbl; criocObHOCMb K OUEHKEe Kadecmea, HadexxHocmu u 3¢ghghbekmusHocmu
UHGhopMayUOHHOU cucmemMbl 8 KOHKpemHoU rpogeccuoHarnbHou ceepe



MNMK-4 Cnoco6GHOCTL K aHann3y TpeboBaHMK U pa3paboTke BapMaHTOB peanusauum
MHOPMALMOHHON CUCTEMbBI; CMOCOBHOCTL K OLIeHKe Ka4yecTBa, HaAeXXHOCTU U
3¢ peKTMBHOCTN MH(POPMALIMOHHON CUCTEMbI B KOHKPEeTHON npodeccuoHanbHomn ccpepe
1. Kakon anroputm WwWngpoBaHna OTHOCUTCS K aCUMMETPUYHBLIM?
a) AES
b) RSA
c) SHA-256
d) MD5
OtBeT: b) RSA

2. Kakon meToa xelumpoBaHUsa pekoMeHayeTcsa NCnonb3oBaTh A5 6e30nacHOro xpaHeHus naposen
B 6a3e AaHHbIX?

a) MD5

b) SHA-1

c) berypt

d) XOR-wudposaHue

OrtBer: ¢) berypt

3. Kakon npnHUun npoekTnpoBaHusa 6a3 gaHHbIX noMoraeTt npegotepatute SQL-nHbekumnn?
a) Vicnonb3oBaHue xpaHUMbIX npoueayp

b) Hopmanusauusa gaHHbIX

c) NpumeHeHne ORM

d) Bce nepeuvncneHHble

OrtBerT: d) Bce nepeyncneHHble

4. Kakon anroputm ucnonb3yeTcs Ans umMpoBon Nognnucu JOKYMEHTOB?
a) AES

b) RSA

c) Blowfish

d) RC4

OtBeT: b) RSA

5. Kakon mexaHn3m B 6asax gaHHbIx obecneymBaeT KOHTPOSb AOCTYNa Ha ypOBHE 3anucen?
a) inpexcol

b) Tpurrepbi

c) NpeactasneHus (Views)

d) Row-Level Security

OrtBerT: d) Row-Level Security

6. Kakon napameTp BbIYNCNUTENBHOW MOAENM BNUSIET HA CKOPOCTb Nogdopa naposns MeToaom
brute-force?

a) [lnnHa kntova

b) YacTtota npoueccopa

c) O6bem onepaTMBHOM NAMATU

d) Bce nepeuncneHHbie

OtBerT: d) Bce nepeyncneHHole

7. Kakon anroputm HE ucnonb3syeTcs ansa ayteHTudunkaumum?
a) OAuth 2.0

b) HMAC

c) PBKDF2

d) QuickSort

OtBeT: d) QuickSort

8. Kakon noaxoa ncnonb3yeTcs Ans 3awmnTbl KOHpuaeHUmManbHbIiX JaHHbIX B 6a3e faHHbIX?
a) WndpoBaHmne Ha ypoBHe Tabnuuy



b) MackupoBaHue gaHHbIX

c) TokeHnsaums

d) Bce nepeuvncneHHble
OrtBerT: d) Bce nepeyncneHHole

9. Kakon anroputm obecneymBaeT LLeNoCTHOCTb NepeaaBaeMbiX OaHHbIX?
a) AES

b) SHA-256

c) RSA

d) Diffie-Hellman

OtBeT: b) SHA-256

10. Kakon nokasaTenb HE OTHOCUTCS K KpPUTEPUSM OLEHKM HaLeXHOCTU WHEOPMaLMOHHOM
cucTembl?

a) CpenHee Bpems mexay oTkazamu (MTBF)

b) Bpemsa BoccTaHoBneHus nocne cbosa (MTTR)

¢) KonuyecTtBo nonb3oBaTenen CUCTEMbI

d) KoadhpnumneHT roToBHOCTUN CUCTEMDI

OtBerT: ¢) KonnyecTtBo nonb3oBartenien CUCTEMbI

11. Kakon m™meToa OueHKM 3PMPEKTUBHOCTN CUCTEMbI 3alunTbl WHGOPMaUuM npeanonaraeT
MOAenMpoBaHue atak?

a) Ayaut 6esonacHocTu

b) TectupoBaHue Ha NPOHMKHOBEHME

c) AHanua p1ckoB

d) MoHuTopuHr Tpadumka

OrtBerT: b) TecTnpoBaHne Ha NPOHNKHOBEHNE

12. Kakon ctaHgapT ucrnonb3yeTcs N9 OUEeHKM KadecTBa CUCTEM yrnpasfieHNa MHGOPMaLMOHHON
6e30nacHOCTbI0?

a) ISO 9001

b) ISO 27001

c) PCI DSS

d) FOCT P 34.10-2012

OtBeT: b) ISO 27001

13. Kakon napametp HE yuuTbiBaetcs npu oueHke 3(PPEKTUBHOCTU CUCTEMbI OBHapYKeHUs
BTOpPXeHun (IDS)?

a) MpoueHT NoXHbIX cpabaTbiBaHUN

b) MpoueHT oBHapy>KeHHbIX pearbHbIX aTak

c) Bpemsi peakuun Ha MHUNOEHT

d) CtoumocTtb nuueHsum MO

OtBeT: d) CtommocTb nuueHsumn MO

14. Kakon MeTo[ No3BOSISIET OLLEHUTb YCTOMYMBOCTb cucTeMbl K DDoS-atakam?
a) HarpysoyHoe TecTnpoBaHue

b) Ctatnyecknin aHanus koga

c) AyauT nonnTtuk 6esonacHocTn

d) AHanus noros

OrtBerT: a) Harpy3o4yHoe TecTMpoBaHue

15. Kakow nokasaTtenb xapakTepuayeT Ka4eCTBO CUCTEMbI PE3EPBHOIO KOMMPOBaHNA?
a) RPO (Recovery Point Objective)

b) KonnuyectBo cepBepos

c) O6beM xpaHunmLLA AaHHbIX

d) CKOpOCTb UHTEPHET-COEANHEHUS



OtBeT: a) RPO (Recovery Point Objective)

16. Kakon OOKYMEHT coaepXuT opmManuni3oBaHHble TpeboBaHMS K KayecTBy M GesonacHocTu
MHOPMAaLMOHHOW CUCTEMBI?

a) TexHuyeckoe 3agaHue

b) MonuTtuka 6e3onacHocTM

c) OTyeT 0 TECTUPOBAHUU

d) PykoBoacTBo nonb3oBaTtens

OtBerT: a) TexHnyeckoe 3agaHue

17. Kakon meTo OLIEHKN HAeXHOCTN CUCTEMBI NpenoriaraeT aHanma NpuYnH BO3MOXHbIX OTKa30B?
a) FMEA-ananus

b) SWOT-aHanu3a

c) AHanua gepesa yrpo3s

d) BeHumapkuHr

OrtBeT: a) FMEA-aHanu3

18. Kakon nokasatenb HE ncnonb3ayetcsa onst oueHkn apekTMBHOCTM CUCTEMBI KOHTPONA gocTtyna?
a) KonnyecTtBo HeCaHKLMOHNPOBAHHbLIX LOCTYMNOB

b) Bpemst o6paboTku 3anpoca Ha JocTtyn

c) KonnyecTtBo ypOBHEN BOXEHHOCTU Nanok

d) MpoueHT oWNBOYHbIX OTKA30B B JOCTYNe

OtBerT: ¢) KonnyecTtBo ypoBHEN BIIOXXEHHOCTM Nanok

3apaHua paspgena 20.3 peKOMEHAYKHTCA K UCNOMb30BaHUK MNpU  NpoBeAEeHUU
ANarHOCTUYECKUX paboT C Lenbl OLEHKN OCTaTOYHbIX pe3yfibTaTOB OCBOEHUS AaHHOM
ANCLUNIINHBI (3HAHUW, YMEHUI, HAaBbIKOB).



